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ABSTRACT

This research aims to develop a conceptual framework for the digital transformation of
Islamic financial institutions by integrating modern technologies such as fintech, blockchain,
artificial intelligence (Al), and smart contracts into a financial system based on the principles of
magqasid al-shari‘ah. The focus is on explaining how digital innovation can improve efficiency,
financial inclusion, and sharia compliance without neglecting the values of justice (‘adl), trust
(trust), and benefit (maslahah). This study uses the Systematic Literature Review (SLR) method
with PRISMA guidance on 131 internationally reputable scientific publications for the period 2020
to 2025 obtained from the Scopus database. The analysis was conducted using VOSviewer to map
the interconnectedness of key themes such as fintech, Islamic finance, blockchain, and sharia
compliance, as well as identify research gaps and future development directions. The results show
that digitalization plays a significant role in strengthening operational efficiency and expanding
Islamic financial inclusion. The application of Al and blockchain improves the accuracy of sharia
compliance verification and transaction transparency. Innovations such as digital sukuk, sharia
P2P financing, as well as zakat and digital waqf strengthen the socio-economic function of Islam.
However, challenges such as low digital literacy, regulatory disharmonization, and cybersecurity
risks still need to be addressed. The novelty of this research lies in the integration of the concept of
embedded sharia compliance and smart fatwa system in the design of modern financial technology.
This approach places sharia values as the main foundation of digital innovation, while offering a
new direction for the development of an ethical, inclusive, and sustainable Islamic finance
ecosystem.

Keywords: Digital Transformation; Sharia Finance; Fintech; Blockchain; Artificial Intelligence
(Al); Shariah Compliance

INTRODUCTION

The development of digital technology has brought fundamental changes in the global economic
and financial system, including in the sharia-based financial sector. The digital era requires Islamic
financial institutions to carry out strategic transformation through the use of technology such as
financial technology (fintech), blockchain, smart contracts, and artificial intelligence (Al) to expand
access, increase efficiency, and strengthen the principles of transparency and justice that are the
foundation of the Islamic economy (Jati Marta & Dewi Utami, 2025). Amos (2024), asserting that
digitalization of the Islamic finance sector has the potential to accelerate financial inclusion and drive

sustainable economic growth, especially in developing countries with large Muslim populations.

However, behind this potential, various fundamental problems have emerged that hinder the

effectiveness of digital transformation in Islamic financial institutions. The main challenge lies in the
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uncertainty of sharia compliance standards for new digital products such as Smart Contracts and Crypto
Assets, which gives rise to differences in interpretation between authorities and Sharia Councils in
different countries (Rafaheh, 2024). This inconsistency creates regulatory barriers across jurisdictions
and poses legal risks in the implementation of Sharia-based digital contracts. In addition, research by
Sudarmanto et al. (2024) reveals that most Islamic Financial Institutions still rely on conventional
technological infrastructure (Legacy System), which limits interoperability and hinders the integration

of the digital financial system across the board.

The gap between digital literacy and Islamic financial literacy among the public is also a serious
obstacle to the adoption of Islamic financial technology. Study by Nihayah, (2023) highlighting that
the low public understanding of the basic principles of the product Fintech Sharia often leads to distrust
and low user participation in Islamic digital services. On the other hand, cybersecurity threats such as
data theft and ransomware attacks are on the rise with the widespread use of digital platforms, which
can damage the reputation of Islamic financial institutions if not addressed with robust security systems

(Widiyanto & Zuhri, 2024).

From a research perspective, there is still a research gap (Research gap) significant in the study
of Islamic financial digital transformation. Most previous research has focused on theoretical and
normative aspects, while integrative literature reviews that link the dimensions of technology,
regulation, sharia compliance, and financial inclusion are still limited. Ade Rani Octaviana, (2025)
emphasized that the potential of technologies such as blockchain and smart sukuk has not been fully
utilized to increase the transparency and efficiency of the Islamic financial system. Similarly Gunawan,
(2025) added that the lack of research on the integration of digital governance and sharia law has led

to slow innovation in creating a resilient Islamic financial ecosystem in the digital era

The novelty of the research on this theme lies in an in-depth exploration of how Islamic financial
institutions can effectively adopt digital innovations without neglecting Islamic values. Recent
literature review conducted by (Nudin et al., 2024). shows that integration between digital Ethics and
the principles of Islamic justice can be the basis for building an inclusive, secure, and sustainable digital
financial system. Thus, this research has a high urgency to provide a comprehensive conceptual
understanding of the direction of digital transformation of Islamic financial institutions, highlight the
potential for innovation, and identify strategic obstacles that need to be overcome so that Islamic
finance digitalization is able to contribute significantly to the achievement of equitable and ethical
Islamic economic goals. This research is very relevant considering that the adoption of Islamic digital
financial technology continues to increase amid global economic dynamics. The absence of a strong
regulatory framework and the digital skills gap can have implications for the emergence of systemic

risks and a crisis of trust in the Islamic financial system (Laxmi et al., 2025).

Based on this background, the formulation of the problems in this study includes: (1) How do

the dynamics and direction of digital transformation affect the strengthening of Islamic financial
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institutions in the era of Technology 4.0, especially in improving the efficiency, financial inclusion,
and competitiveness of Islamic financial institutions in the global market? (2) What is the role of
Artificial Intelligence (AI) and Blockchain technology in improving operational efficiency and
compliance with sharia principles, including in the context of contract automation, digital audits, and
transaction transparency? (3) How can the forms and mechanisms of Sharia Compliance be integrated
directly into the design of modern financial technologies, such as fintech, smart contracts, and
blockchain-based systems in order to remain in line with maqasid al-shari'ah? (4) How do sharia-based
fintech innovations, such as P2P financing, digital sukuk, zakat and digital waqf, and Islamic
crowdfunding, play a role in expanding the inclusion and efficiency of Islamic finance, and to what
extent are these innovations able to encourage social justice and economic empowerment of the people?
(5) How can digital governance and ethics in the perspective of Islamic economics be applied to
maintain justice (‘adl), trust, and benefit (maslahah) in Islamic financial practices in the midst of rapid
technological advances? (6) What are the strategic opportunities and challenges faced by Islamic
financial institutions in the digital transformation process, especially related to cross-jurisdictional
regulations, data security, people's digital literacy, and the readiness of technological infrastructure?
and (7) How can collaborative strategies be formulated between regulators, sharia supervisory boards,
technology providers, and Islamic financial institutions to build an ethical, safe, inclusive, and

sustainable Islamic digital finance ecosystem?
Research Objectives

The main objective of this research is to develop a conceptual framework for the digital
transformation of Islamic financial institutions that integrates modern technology dimensions such as
fintech, blockchain, artificial intelligence (AI), and smart contracts with sharia compliance, digital
ethical governance, and Islamic financial regulation. This research seeks to explore how Islamic
financial institutions can adapt to the digital era while maintaining the values of justice (‘adl), trust
(trust), and benefit (maslahah) which are the main foundations of the Islamic economic system (Igbal
et al., 2025). In particular, this study aims to: (1) analyze the dynamics and direction of digital
transformation of Islamic financial institutions in strengthening operational efficiency and financial
inclusion in the era of the Industrial Revolution 4.0; (2) identify the strategic role of Artificial
Intelligence (AI) and Blockchain technology in improving the efficiency and accuracy of sharia
compliance verification; (3) examine how Sharia Compliance principles can be directly integrated in
the development of modern financial technology systems such as smart contracts and embedded fatwa
systems; (4) evaluate the role of sharia-based fintech innovations, such as P2P financing, digital zakat,
wagqf, and Islamic crowdfunding, in expanding the inclusion and financial efficiency of the people; (5)
Reviewing the implementation of governance (Governance) and digital ethics based on the perspective
of maqasid al-sharT‘ah to ensure transparency, data protection, and social justice; (6) identify strategic
opportunities and challenges in the digitalization process of Islamic financial institutions, including

cross-jurisdictional regulatory issues, cybersecurity, and community digital literacy; and (7) formulate
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strategic recommendations for regulators, sharia supervisory boards, technology providers, and Islamic
financial institutions to build an ethical, safe, inclusive, and sustainable Islamic digital financial
ecosystem. This research is based on the view that digital technology not only functions as an
instrument of economic efficiency, but also as a means to strengthen magdasid syariah such as hifz al-
mal (protection of property), justice (‘adl), and the public good (maslahah), as affirmed in various
studies on the integration of blockchain and Al in the Islamic financial system (Sain & Adinugraha,
2025). Therefore, this research is expected to make a conceptual and practical contribution in ensuring
that the digital transformation process in Islamic financial institutions runs in line with the principles

of justice, transparency, and sustainability that are at the core of the modern Islamic economy.

METHOD

This study uses the Systematic Literature Review (SLR), which is a literature review method
that is compiled in a systematic, transparent, and directed manner to identify, evaluate, and synthesize
the results of previous research relevant to the topic of digital transformation in sharia-based financial
institutions. The Systematic Literature Review (SLR) method was applied in this study because it is
oriented to knowledge mapping and the formulation of conceptual synthesis of various empirical and
theoretical findings that have been previously studied, rather than on the collection of primary data in
the field (Fatahillah, 2022). This approach is considered the most relevant to identify in depth research
patterns, development trends, scientific gaps (research gaps), and the future direction of research in the
field of Islamic finance digitalization which includes strategic themes such as financial technology
(fintech), blockchain, artificial intelligence (AI), and smart contracts within the framework of
compliance with sharia principles. This study process refers to the methodological stages of SLR as
recommended by Charters & Charters, (2007) and reinforced with guidance Preferred Reporting Items
for Systematic Reviews and Meta-Analyses (PRISMA). The PRISMA guidelines are used to ensure
transparency, systematic, and accuracy in every step of the research, from identification, selection, to
literature synthesis. By following the structure of PRISMA, this study not only presents the results of
the review comprehensively, but also provides clarity of the flow of the analysis, so that the findings
produced can be scientifically accounted for and easily understood by the reader. The database used
includes This study utilizes the database Scopus as a primary source because it has a global reputation
and provides credible and well-indexed scientific literature. Through Scopus, this research obtains a
variety of relevant and up-to-date references to support an in-depth analysis. In addition, to provide a
more comprehensive picture, supporting sources such as reports from international institutions (IMF,
IDB, and OJK) as well as fintech industry white papers are also used to enrich perspectives and expand

understanding of the issues studied.

The data source in this study is secondary scientific literature published between 2020 to 2025,
which is internationally accredited. Co-occurrenceence analysis is processed using the help of
Vosviewer. Inclusion criteria are established to ensure the relevance and credibility of the source,

namely: (1) publication in a reputable journal or scientific proceeding that has gone through a peer-
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review process; (2) explicitly discuss the topic of digitalization, financial technology, or digital
transformation in the context of Islamic finance; (3) provide conceptual or empirical information
relevant to the purpose of the research; and (4) available in full-text. The exclusion criteria include
opinion articles, editorials, reports without a clear methodological basis, and publications that are not
relevant to the sharia focus. Any literature that meets the inclusion criteria is then stored and organized
using reference management software such as Mendeley to facilitate the process of citation, theme

classification, and source tracking.
Article Search

The number of articles successfully collected in this study reached around 131 publications, as
listed in figure 1. All of these articles are obtained from reputable sources, including indexed
international journals, general international journals, and accredited national journals. The literature
search process is carried out using relevant keyword combinations in the Scopus Database. This
strategy is designed to ensure that the literature obtained has high credibility, strong thematic relevance,

and a comprehensive representation of the latest research developments in the field under review.
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Picture 1. PRISMA Method Framework

Based on the results of the screening stages that have been carried out, as many as 131 articles
were obtained that were considered to meet the criteria to proceed to the analysis or systematic review
stage. The articles were then classified by publisher group to see the distribution of publications in
various reputable journals, complete with their respective quartile qualifications. This step aims to
ensure objectivity while ensuring the quality of the references used from Scopus accredited
international journals. Here are the top ten journals that are most actively publishing articles related to
the selected research theme. The selection of these journals is based on the frequency of publications
in the analyzed database, so as to reflect the level of contribution and relevance of each journal to the

topic of study:
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Source : Bibliometrix data processing

Grouping and Determining Criteria

The articles obtained from the results of the search through various scientific databases are then
sorted and grouped based on the research objectives, which are to explore strategic opportunities and
challenges in the transformation of Islamic financial institutions through the use of digital technologies
such as fintech, blockchain, artificial intelligence (Al), and smart contracts. Furthermore, the articles
are grouped based on the focus of the study, including the digital transformation of Islamic financial
institutions, sharia compliance with financial technology, sharia-based fintech innovations, and digital
governance and ethics in an Islamic perspective. The results of this grouping are then refined through
the article review stage to ensure suitability with the purpose of the research, as illustrated in the

flowchart in Figure 2 below.
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Figure 2. Systematic Review Article Flow Diagram

Reporting and Presentation

The reporting and presentation of the results of systematic literature review is a form of in-depth

interpretation of the literature review process that has been carried out. This stage serves as a

comprehensive summary that provides a clear, structured, and detailed overview of the various findings

that have been revealed in the literature related to the topic or research question. This report is also the

main foundation in conducting an analysis of the selected article database, so that it is able to display

credible and evidence-oriented results. Furthermore, a screening process and comparison between the

results of the literature review were carried out to find the relationship and complement each other

between one study and another.
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RESULT AND DISCUSSION

The Dynamics of Digital Transformation in Strengthening Islamic Financial Institutions in the

Era of Technology 4.0

Picture 2. Publication Trends 10 Countries

Source : Bibliometrix data processing

Based on Figure 2, it can be seen that Pakistan and Malaysia are the two countries with the
highest number of publications, as many as 160 and 151 publications, respectively. Indonesia occupies
the third position with 64 publications, followed by Bahrain (54), Saudi Arabia (44), Qatar (27), Jordan
(12), the United Kingdom (6), Australia (5), and the United Arab Emirates (4). The dominance of
countries with a majority Muslim population such as Pakistan, Malaysia, and Indonesia shows high
concern for the development of the digital economy in the context of Islamic finance. These findings
are in line with the view Amos, (2024) which affirms that digitalization in the Islamic financial sector
has the potential to accelerate financial inclusion and drive sustainable economic growth, especially in
developing countries with large Muslim populations. This phenomenon reflects how digital innovation
in the Islamic financial system is an important catalyst for increasing access to inclusive and equitable

financial services.

Digital transformation in strengthening Islamic financial institutions in the era of Technology
4.0 is the main catalyst in accelerating the modernization of the Islamic financial system (Jati Marta &
Dewi Utami, 2025). Technological developments such as FinTech, blockchain, artificial intelligence
(A1), and Big Data Analytics has provided space for Islamic financial institutions (LKS) to innovate
services while expanding access to financial inclusion for people who have not been optimally served
by the conventional system. This transformation not only improves the way institutions operate, but

also changes the paradigm of Islamic business to be more efficient, transparent, and adaptive to the
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digital needs of modern society (Dawood) et al., 2022). Through the digitization of processes such as
mobile banking, digital onboarding, and e-payment systems, Islamic financial institutions are now able
to provide faster, cost-effective, and still based on the principles of justice and sustainability in

accordance with Islamic values (Unal & Aysan, 2022).

Furthermore, the integration of digital technology has presented new opportunities for the
development of high-tech-based Islamic financial products. The use of blockchain-based smart
contracts, for example, allows for automatic and transparent execution of contracts, thereby reducing
the potential for human error while increasing customer trust (Zulkepli ef al., 2023). Other innovations
such as digital sukuk, peer-to-peer sharia lending, and digital zakat and waqf show how technology can
support Islamic socio-economic goals (Maqgasid al-Shariah) by expanding social impact and
strengthening the financial inclusion of the ummah (Babah, 2024). These innovations make the Islamic
financial system more responsive to the times without ignoring the principles of justice, help, and

blessing that are at the core of its teachings (Rabbani ef al., 2020).

In addition, synergy between Islamic financial institutions and industry FinTech creating a
multiplier impact on economic growth, especially post-pandemic (Rabbani ez al., 2021). Recent studies
show that digital collaboration in the Islamic banking sector drives financial system efficiency and
accelerates economic recovery by expanding the reach of financing to the micro sector and MSMEs
(Rahmati, 2024). The phenomenon referred to as the digital butterfly effect illustrates how the adoption
of digital technology is able to strengthen the resilience and competitiveness of Islamic financial
institutions in the midst of global disruption. In other words, the Technology 4.0 era is an important
momentum for Islamic financial institutions to not only survive, but also grow to become the main

force in creating ethical, inclusive, and sustainable finance (Boulila et al., 2024).

sharia compliance
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Picture 3. Word Cloud Bibliometrix Keyword Analysis

Figure 3 shows a word cloud map that highlights key concepts in digital transformation in

Islamic financial institutions. The most prominent terms are fintech, islamic fintech, blockchain, and
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islamic finance, which indicates that digitalization is the main focus in strengthening and modernizing

the Islamic financial system in the era of technology 4.0.

The emergence of words such as artificial intelligence, financial inclusion, financial innovation,
and decentralized finance shows that Islamic financial institutions are moving towards the integration
of advanced technology to expand the range of services, improve operational efficiency, and strengthen
public trust through technology-based transparency. Meanwhile, the terms sharia compliance and
Islamic banking emphasize that any digital innovation must still be based on sharia principles that reject

riba, gharar (uncertainty), and maysir (speculation).

This transformation reflects strategic efforts in facing the challenges of the industrial era 4.0,
where the synergy between technology and Islamic values is the key to the sustainability of the Islamic
financial system. In line with this, digitalization not only plays a role as an instrument of efficiency,
but also as a means of financial inclusion for people who have not previously been served by formal
financial institutions. Thus, the dynamics of Islamic financial digitalization are an important foundation
in strengthening economic resilience and improving social justice in developing countries with Muslim

populations.

The Role of Artificial Intelligence (AI) and Blockchain in Improving Sharia Efficiency and

Compliance

Role Artificial Intelligence in improving the efficiency and compliance of sharia lies in its ability
to automate the process of analysis, decision-making, and supervision of financial and business
activities based on Islamic principles. Artificial Intelligence Help speed up the verification and
validation process of transactions and products with Sharia regulations, thereby reducing reliance on
manual procedures that tend to be time-consuming and high risk of errors. With fast and high-precision
data processing capabilities, Artificial Intelligence Enable Islamic financial institutions to improve
operational efficiency, optimize human resources, and strengthen the supervisory system to be in line

with the principles of justice, transparency, and ethics regulated in sharia (Azwar et al., 2025).

Meanwhile, technology Blockchain It plays an important role in maintaining authenticity,
clarity, and trust in all financial activities and sharia-based transactions. Through a decentralized and
immutable system of record, Blockchain strengthen data integrity and prevent manipulation that could
interfere with compliance with Islamic principles. The transparency and accountability inherent in this
technology also improves the efficiency of the reporting and audit process, as every transaction is
permanently recorded and can be verified by all parties involved (Menne et al., 2024). Thus, Blockchain
helping to create a more secure, trustworthy financial system that is in line with the values of justice

and honesty that are at the core of sharia compliance.

Combination of Artificial Intelligence and Blockchain Strengthening the synergy between
Sharia efficiency and compliance by creating a more adaptive, integrated, and sustainable supervisory

system. Artificial Intelligence play a role in conducting data analysis and detecting potential violations
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of sharia principles real timewhile Blockchain provide a transparent and verified data base to ensure
that every process is in accordance with Islamic provisions. The integration of these two technologies
results in a continuous compliance system (Continuous compliance), where sharia principles can be
maintained through automation of accurate supervision and auditing without sacrificing efficiency.
With the support of good governance, the combination of Artificial Intelligence and Blockchain has the

potential to build a modern, innovative, and still based on Islamic values (Katterbauer et al., 2022).

Sharia Compliance Analysis for the Implementation of Modern Financial Technology
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The results of the co-occurrence analysis using VOSviewer on the article "Harnessing Digital
Technologies for Sharia-Based Finance: Exploring Opportunities and Strategic Challenges in the
Transformation of Islamic Financial Institutions" show a close relationship between the main concepts
in the transformation of Islamic finance based on digital technology. The terms "fintech", "blockchain",
and "Islamic fintech" occupy central positions in the network, signifying that these topics are becoming
the dominant focus in the literature related to Islamic financial innovation. Meanwhile, the keyword
"sharia compliance” forms a separate cluster that is strongly related to "innovation", "risk", and
"blockchain technology", which indicates that compliance with sharia principles is a major issue in the

implementation of modern financial technology.

The relationship between "Islamic banking", "financial inclusion", and "digital transformation"
illustrates a research orientation that emphasizes the importance of financial inclusion based on Islamic
values in the midst of accelerating the digitalization of the financial sector. In addition, the emergence
of keywords such as "Malaysia", "GCC", and "Saudi Arabia" indicates a geographical focus on
countries that are central to the development of the Islamic financial ecosystem, while the terms "covid-
19" and "innovative technology" mark the global context that accelerates the digitalization process.
Overall, the results of this mapping confirm that sharia compliance in the application of modern
financial technology is not only related to aspects of Islamic law, but also includes strategic dimensions
such as risk mitigation, technological innovation, and strengthening sustainable financial inclusion in

the framework of an increasingly integrated digital economy.

The analysis of Sharia compliance with the implementation of modern financial technology is
an important step to ensure that digital innovation in the Islamic finance sector adheres to the basic
values of Sharia. In this context, principles such as the prohibition of usury, gharar, and maysir are the
main guidelines that must be maintained in every stage of the development of Sharia-based fintech
products (Scott, 2025). This analysis process not only focuses on the substance of the contract used,
but also includes the technical mechanisms behind digital systems such as Smart Contracts,
Blockchainand algorithm artificial intelligence. In other words, Sharia compliance must be integrated
directly into the technology design, not just as a verification process after the system is up and running.
Alshater et al., (2022) affirms that this kind of approach allows for the formation of an embedded
Shariah compliance model, where Islamic principles are implemented directly into the architecture of

the digital financial system to ensure transaction integrity and process transparency.

In practice, the process of analyzing Sharia compliance with modern financial technology
involves close collaboration between muamalah figh experts and technology developers. The Sharia
Supervisory Board (DPS) plays a role not only as a fatwa issuer, but also as a strategic partner in
designing system logic in accordance with maqasid al-shari ‘ah, namely maintaining justice, benefit,
and sustainability (Desky & Hye, 2025). Technology-based audit approach such as Smart Contract
Verification, Code Review, and analysis Ledger Blockchain are used to ensure that algorithms and

digital contracts do not violate Sharia provisions. According to Fidhayanti et al, (2024), the
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implementation of this kind of digital audit increases the credibility and transparency of the Sharia
fintech industry because every transaction can be traced and verified in real-time according to Islamic
finance principles. This marks a major shift in the way Islamic financial institutions conduct

supervision, from manual systems to more efficient and reliable automated Shariah governance.

Furthermore, regulatory harmonization between financial institutions and Sharia authorities is
key in strengthening the implementation of modern financial technology that is Sharia-compliant.
Countries such as Indonesia and Malaysia have begun to develop specific legal frameworks for Sharia
fintech to have standard guidelines in the development of digital innovations without violating religious
provisions (Asyiqin, 2025). With comprehensive regulations, products such as Islamic crowdfunding,
digital sukuk, and Sharia peer-to-peer lending can grow sustainably and gain wider public trust. Study
by Muryanto, (2022) emphasized that strengthening Sharia compliance regulations across jurisdictions
will accelerate the adoption of Islamic fintech globally and make it an ethical economic model amid
advances in modern financial technology. Thus, the synergy between technology, regulation, and
Sharia values is the main foundation in building a digital Islamic financial ecosystem with integrity

and high competitiveness.
Sharia-Based Fintech Innovation as a Driver of Islamic Financial Inclusion and Efficiency

The first innovation that is the main driver in improving Islamic financial inclusion and
efficiency is Peer-to-peer platform (P2P) Financing Sharia-based (Syarif, 2024). This platform
provides an inclusive financing solution by connecting directly between fund owners and micro
business actors without going through conventional intermediary institutions. Through the application
of Sharia contracts such as musharakah, mudharabah, and murabahah, this system allows for fairer,
more transparent, and profit-sharing-based financing (Syarif, 2024). In addition to expanding access to
capital for MSME actors, digitizing the financing process also cuts administrative costs and accelerates
the time to disburse funds. Research by Marhadi ef al., (2024) shows that the adoption of Sharia P2P
not only improves the operational efficiency of Islamic financial institutions, but also contributes
significantly to the improvement of financial literacy and inclusion of Muslim communities in various

countries.

The second innovation that has a major impact on Islamic financial efficiency is the use of
blockchain technology and smart contracts. This technology allows the automation of the
implementation of Sharia contracts with high transparency and reliability. Through smart contracts,
every transaction can be executed automatically in accordance with Sharia regulations without the
intervention of a third party, thereby reducing risk Moral hazard and increase accountability (Alsadi,
2025). In addition, blockchain also provides an immutable ledger that can be audited by the Sharia
Supervisory Board, ensuring that every activity is in accordance with Islamic financial principles.

Meero, (2025) emphasized that the application of blockchain in Islamic banking and finance is able to

ICFBB | 211



Name of author(s)

Conference Proceedings of the 4th International Conference on Finance, Business,
and Banking (ICFBB)

increase efficiency, speed up the transaction process, and strengthen public trust in the financial

ecosystem based on Sharia values.

The third innovation that strengthens the socio-economic role of Islam is the development of
platform digital for zakat, waqf, and Crowdfunding based on Sharia. The digitization of Islamic
philanthropic instruments allows for more efficient, transparent, and accountable management of social
funds through the automation of collection, distribution, and reporting processes (Scott, 2025). Through
a data-based and technology-based approach, this platform can ensure that zakat and waqf funds are
distributed to the right recipients in real-time, while increasing community participation in social
activities based on Islamic values. Research conducted by Wanda, (2024) affirmed that the Sharia
digital crowdfunding system not only strengthens the transparency and efficiency of social fund
management, but also contributes to the goals of maqasid al-shari‘ah by promoting economic equity

and community empowerment.

Digital Governance and Ethics in the Perspective of Islamic Economics Towards Equitable

Finance

Digital governance and ethics from an Islamic economic perspective are an important
foundation in building a fair financial system in the digital era. Basic principles such as justice (‘adl),
trust (trust), and benefit (maslahah) are guidelines in directing digital transformation to remain in line
with maqasid al-shari‘ah (Junus ef al., 2024). In this context, digital governance not only emphasizes
technical aspects such as data transparency, system security, and real-time supervision, but also
demands the integration of moral values that maintain a balance between technological efficiency and
social responsibility. The latest research confirms that the implementation of Sharia values-based
governance is able to create a digital system that is not only transparent and accountable, but also

oriented towards justice and economic sustainability of the ummah (Hidayati et al., 2023).

Digital ethics in Islamic economics is an important dimension that governs how modern
financial technology is used responsibly and in accordance with Sharia values (Habib, 2025). Issues
such as data privacy, algorithmic justice, and artificial intelligence bias are new challenges that Islamic
financial institutions must anticipate. The use of big data and artificial intelligence, for example, must
be directed so as not to create new inequality or harm certain groups in society. Digital ethics within
the framework of Islam demands that any technological innovation must reflect the values of
transparency, honesty, and protection of users' rights. Afdawaiza et al., (2024) emphasized that the
balance between innovation and Sharia principles is key to ensuring that digital progress does not

sacrifice the value of justice on which the Islamic economy is based.

In the view of Islamic economics, the implementation of digital governance and ethics not only
functions as an instrument of compliance, but also as a path to the creation of inclusive and equitable
finance. The Islamic financial system in the digital era must be able to balance technological efficiency

with human values, ensuring that digital progress provides equal benefits to all levels of society
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(Abdullahi & Rokis, 2025). Digitalization of Sharia value-based finance thus acts as a catalyst for the
creation of a fairer, more transparent, and sustainable economic order. Jati Marta & Dewi Utami, (2025)
emphasized that the integration of Sharia ethics and governance in digital innovation is a strategic step

in realizing an Islamic financial system that is not only efficient, but also socially justice-oriented.

Strategic Opportunities and Challenges for Digital Transformation of Islamic Financial

Institutions in the Midst of Global Disruption
Digital Transformation Opportunities for Islamic Financial Institutions

Digital transformation presents a great opportunity for Islamic financial institutions (MFIs) to
strengthen efficiency, expand financial inclusion, and deepen global market access with unprecedented

levels of transparency.

Operational efficiency is the most tangible benefit of digitalization. Technology implementation
such as artificial intelligence (AI), blockchain, and Smart Contracts Enabling automation of
administrative processes, risk analysis, and financing management, so that operational costs can be
reduced without sacrificing sharia compliance principles. According to Qudah et al., (2023), the
application of the Islamic Fintech model has changed the cost structure of Islamic financial institutions
to be more efficient, with transaction processing times reduced by up to 40% compared to conventional
models. This shows that digitalization not only accelerates services, but also increases the productivity

and competitiveness of Islamic financial institutions in the global market.

In addition to efficiency, financial inclusion is an important aspect that is growing through
Islamic fintech innovation. With the presence of Peer-to-peer platform (P2P) halal lending, mobile
Islamic banking, and digital zakat and waqf platforms, people who previously did not have access to
formal financial services can now join the Islamic financial ecosystem. According to Ha ef al., (2025)
The adoption of Islamic fintech is instrumental in expanding the reach of inclusive finance, especially
in the Southeast Asia and Middle East regions, with the growth of new users increasing significantly
among MSME actors and the younger generation of Muslims. This digital model not only expands

access to financing, but also encourages the economic independence of the people collectively.

Furthermore, global market access and system transparency are also strategic opportunities.
Through digital sukuk and blockchain-based investment platforms, Islamic financial institutions can
now attract cross-border investors without geographical boundaries. Distributed ledger technology
ensures that every transaction is permanently and transparently recorded, increasing investor
confidence and minimizing the potential for manipulation (Al Hammadi et al., 2024). In addition, the
transparency of this system makes it easier for the sharia supervisory board to conduct digital audits in

real-time, which has an impact on increasing the credibility and reputation of the institution. Truby et
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al., (2022) emphasized that the application of blockchain in Islamic finance is not just a technological

innovation, but an important step towards more accountable, efficient, and inclusive Islamic finance at

the global level.

Strategic Challenges of Digital Transformation of Islamic Financial Institutions

gg VOSviewer

Picture 5. Density Visualization

The visualization of the density of the VOSviewer mapping results on the topic "Harnessing
Digital Technologies for Sharia-Based Finance: Exploring Opportunities and Strategic Challenges in
the Transformation of Islamic Financial Institutions" shows the intensity of the emergence and
interconnectedness between keywords in the literature related to the digital transformation of Islamic
financial institutions. Lighter colors, especially in the terms "fintech", "blockchain", and "Islamic
fintech", indicate a high level of density, which means that these three concepts are the center of
academic attention in the study of the adoption of digital technology in the Islamic financial sector.
Meanwhile, the green to yellow areas depict medium- to high-frequency themes such as "financial
inclusion", "digital transformation", and "sharia compliance", which underscores the research's focus

on maintaining a balance between technological innovation and sharia compliance principles.

In the context of the Strategic Challenges of Digital Transformation of Islamic Financial
Institutions, this map reveals that the integration of fintech and blockchain brings great opportunities

for efficiency, transparency, and expansion of financial inclusion, but also poses fundamental
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challenges in the form of the need for regulatory adjustments, strengthening sharia governance, and
mitigating operational risks and digital ethics. The existence of keywords such as "innovation", "risk",
and "sharia compliance" shows that this transformation is not only technological, but also requires the
strategic readiness of institutions to manage the tension between the acceleration of digitalization and
the authenticity of sharia principles. In addition, the emergence of the terms "covid-19" and "innovative
technology" confirms that the pandemic is an important accelerator in the digitalization of the Islamic
financial system, accelerating the adoption of technology but at the same time widening the gap in
infrastructure readiness and digital literacy in various countries. Thus, this density map shows that the
success of the digital transformation of Islamic financial institutions depends not only on technological

innovation, but also on strategic capabilities to ensure that digital progress runs in line with the values

of justice, transparency, and sustainability within the framework of Islamic economics.

Behind the great opportunities offered by digital transformation, there are various strategic
challenges that need to be addressed with a comprehensive approach so as not to disrupt the essence of

Islamic finance based on moral values and justice.

Digital sharia compliance is the first challenge that is very crucial. In a fully automated digital
ecosystem, ensuring that all processes and products remain in accordance with sharia principles is not
easy. Khan et al., (2023) Explains that fintech adoption often proceeds faster than the formation of
sharia fatwas and regulations, thus giving rise to potential inconsistencies between practices and
principles. Therefore, a technology-based Shariah governance framework mechanism, such as the
integration of smart fatwas and Shariah compliance engines, is needed, which is able to verify product

compliance automatically without human intervention.

The next challenge has to do with data security and privacy. The increase in the use of digital
services causes a large volume of customer data to circulate in cyberspace, so the risk of data leakage
and misuse is even higher. According to Komaruddin et al., (2023), the principles of trust and
responsibility that are the foundation of Islamic economics require financial institutions to maintain the
integrity and confidentiality of user data as a form of protection of individual rights. Therefore, the
implementation of encryption-based security systems, digital audits, and multi-layered supervision is

a must for LKS in the digital era.

In addition, low digital literacy among customers is a serious obstacle in optimizing digital
transformation. Many Muslims, especially in rural areas and small MSMEs, do not understand how to
use digital financial platforms effectively. This can hinder the expected potential for inclusion. Ha et
al., (2025) emphasized that increasing digital literacy must be a policy priority so that Islamic fintech
innovations are truly able to reach the wider community and reduce the digital divide. On the other
hand, limited and not yet uniform regulations in various Islamic countries have also slowed down the
development of the Islamic fintech ecosystem. Truby et al., (2022) said that the lack of regulatory

harmonization makes it difficult for many institutions to innovate across countries due to legal
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uncertainty. For this reason, collaboration between regulators, scholars, and industry players is needed
to form an adaptive regulatory sandbox, while maintaining a balance between innovation and sharia

compliance.

Strategic Recommendations for Stakeholders in Building an Ethical and Sustainable Sharia

Digital Finance Ecosystem

Digital transformation in the Islamic financial system requires strategic collaboration between
regulators, sharia councils, technology providers, and Islamic financial institutions to ensure that the
resulting innovations are not only economically efficient but also based on the values of justice, trust,
and benefit according to the principles of maqasid al-shari‘ah. Regulators have an important role in
building a regulatory framework that is adaptive to technological changes while maintaining sharia
compliance. Development Regulatory Sandbox Sharia and the harmonization of standards between
countries are strategic steps to encourage safe innovation in accordance with Islamic law. Research by
Galician-Slough ef al., (2023) shows that flexible but targeted regulations are able to strengthen digital
literacy and support financial inclusion globally, including in the fast-growing Islamic finance sector
in Southeast Asia and the Middle East. In addition, regulators also need to strengthen data security
governance and privacy protection in the digital financial system, as emphasized by the Basnayake et
al., (2024), that financial digitalization will only be inclusive if it is protected by a policy framework

that ensures transparency and security of user data.

The Sharia Supervisory Board (DPS) is required to play a more active role in the financial
technology design process so that sharia values are embedded from the beginning of product
development. Integration of digital fatwa system (Smart Fatwa System) and automatic compliance
machines (Automated Sharia Compliance Engine) allows the verification process of contracts and
transactions to be carried out in real time with a high level of accuracy. This model ensures that each
sharia fintech product has met the principles of justice (‘adl) and avoids the practice of gharar and usury.
According to research Wijayanti & Setiawan, (2023), the active involvement of the Sharia Supervisory
Board in digital governance has been proven to improve the accountability of Islamic financial
institutions, especially in sustainability reporting (sustainability reporting) and ethical oversight of
technology-based transactions. Thus, DPS needs to strengthen capacity in the field of information

technology to be able to keep up with the increasingly complex dynamics of digital innovation.

Technology providers have a moral responsibility to ensure that every innovation developed is
based on the principles of Ethical by Design, which is a system design that prioritizes the values of
transparency, fairness, and user protection from the beginning. Use Blockchain, artificial intelligence
(AI), and smart contracts should be geared towards improving sharia efficiency and compliance, not
just pursuing commercial gains. Study by Basnayake et al., (2024) It shows that the adoption of ethical-
oriented technology is able to increase public trust and expand people's access to inclusive digital

financial services. Therefore, collaboration between technology providers and Islamic financial
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institutions needs to be increased in order to build Open Innovation Ecosystem based on Islamic values,

which not only promotes efficiency but also guarantees social justice.

Meanwhile, Islamic financial institutions play a key role in the implementation of digital
governance that is in line with maqasid al-shari‘ah. Implementation of a digital audit system based on
smart contracts, AI-based compliance dashboardsand Blockchain Ledger can increase the transparency
and accountability of Islamic financial institutions. In addition, Islamic financial institutions also need
to invest in improving people's digital literacy, because literacy is a determining factor for the success
of financial inclusion in the digital era. Mahdi Ghaemi Asl, (2024) affirms that the integration between
the principles of sustainability (Sustainability) and Islamic finance through digital technology have the
potential to strengthen a more equitable and social-welfare-oriented economic system. Therefore,
Islamic financial institutions not only need to focus on digital product innovations such as peer-to-peer
financing, digital zakat, and waqf crowdfunding, but also ensure that these innovations truly bring

equitable social and economic impacts to the wider community.

CONCLUSION

The main objective of this research is to develop a comprehensive conceptual framework
regarding the digital transformation of Islamic financial institutions by integrating modern technologies
such as fintech, blockchain, artificial intelligence (Al), and smart contracts into the financial system
based on Islamic values. This research seeks to explain how Islamic financial institutions can adopt
digital innovations without ignoring the principles of maqasid al-shari‘ah, such as justice (‘adl), trust
(trust), and benefit (maslahah). In addition, this research also aims to examine the dynamics of digital
transformation, the role of technology in improving sharia compliance, and formulate a collaborative
strategy between regulators, sharia councils, technology providers, and financial institutions in building
an ethical, safe, inclusive, and sustainable Islamic digital financial ecosystem.

The results of the study show that digitalization plays a major role in strengthening operational
efficiency, expanding financial inclusion, and increasing the competitiveness of Islamic financial
institutions at the global level. The application of artificial intelligence and blockchain is able to
automate the audit and validation process of transactions, thereby strengthening compliance with sharia
principles in real-time. In addition, sharia-based fintech innovations such as peer-to-peer financing,
digital sukuk, Islamic crowdfunding, as well as zakat and digital waqf have been proven to expand
people's financial access and support the equitable distribution of economic welfare. On the other hand,
the research also identifies a number of key challenges that must be faced, such as limited public digital
literacy, regulatory disharmony across jurisdictions, and increasing threats to data security and digital
ethics that can hinder the sustainability of the digital transformation of Islamic finance.

The practical implications of this research provide strategic direction for various stakeholders.
Regulators are expected to develop a sharia regulatory sandbox and build adaptive legal standards to
ensure digital innovation remains in line with sharia principles and Islamic ethics. The Sharia

Supervisory Board (DPS) needs to be actively involved in the technology development process by
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utilizing the smart fatwa system and automated sharia compliance engine to increase transparency and
accountability in digital transactions. Technology providers must also apply the principle of ethics by
design, which is to ensure that the digital financial system is built based on the values of fairness,
responsibility, and protection of users. Meanwhile, Islamic financial institutions are expected to
strengthen blockchain- and Al-based digital governance, while increasing people's digital literacy so
that Islamic financial inclusion can be achieved equally and sustainably.

The next research is suggested to expand the scope of analysis through an empirical and
comparative approach between countries to assess the effectiveness of the implementation of digital
transformation in Islamic financial institutions globally. In addition, further research can be focused on
developing machine learning models to support automated Shariah governance systems , as well as
in-depth evaluation of cybersecurity based on Islamic values that can ensure data protection and user
trust. The next study also needs to explore the socio-economic impact of the digitization of zakat, waqf,
and Islamic crowdfunding on the economic empowerment of the people. Finally, it is necessary to
develop a digital ethics framework that can be used to measure the extent to which Islamic financial
technology is able to maintain a balance between the efficiency of innovation and the values of maqasid

al-shari‘ah in modern financial practice.
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